
Chateaurel Gmbh
Rathaus, Burgstrasse 6
D – 76327 Pfinztal
Tel. +49 (0)7240 - 92 654 40
Fax +49 (0)7240 - 92 654 43

E-Mail: info@chateaurel.de

Security for printers, copiers and MFPs

In recent years, the security of IT systems has become ever more  

important, due to increased networking, among other things.   

Components such as VPNs and firewalls, and the focus on secure servers, 

PCs and mobile terminals have now come to be important elements of a 

successful corporate security strategy.

This brochure highlights device-related threats which have not (yet) 

come to be generally recognized, and also provides an overview of 

the various threats and countermeasures.

 



SeCurItY WheN PrINtING, SeNDING 
aND COPYING?
Modern printers, copiers and multifunction printers (MFPs) 
are active components in networks and communicate 
through various protocols and ports. They have memories 
and large-capacity hard disks, as well as their own operat-
ing systems. This is why, from the point of view of technical 
security, they should be assessed as servers.

MFPs store not only confidential information and issue this 
in hard copy form, but also have many significant business 
processes dependent on their presence and availability.

Multifunction devices must – just the same as servers – be 
carefully planned, installed, configured, commissioned, 
serviced and documented.

However, the configuration possibilities offered by the 
individual devices have now mushroomed. Depending on 
the manufacturer, generation and size of the device, there is 
a need for special technical knowledge if an overview of the 
inventory of existing devices is to be obtained.

Special care should be taken to ensure that a multifunction 
device fits properly into the existing security concept and 
does not become a security risk.

Maximum security is achieved through the proper corpor-
ate security strategy and the required awareness of the 
problem.

It is frequently the case that these modern all-rounders offer 
comprehensive security functions, but these cannot be con-
figured and applied, or if so not adequately. Here, informa-
tion provided through the media and by the manufacturers 
of these systems is of great importance. And the manufac-
turers are reacting. For example, Hewlett- Packard provides 
a comprehensive checklist1 for the configuration of its MFPs, 
published by NIST.

The National Institute of Standards and Technology (NIST) 
is a US federal authority with responsibility for standardiza-
tion processes. As part of its work, NIST was involved in the 
development of the DES and AES encryption algorithms.

Further details available at: www.nist.gov

INterNal SeCurItY OFFeNDerS  –  
MEANWHILE THESE REPRESENT THE LARGEST 
OFFENDING GROUP
The greatest threat for printers, copiers and MFPs and the 
data they hold is not so much attack from the outside.

With the use of firewalls and VPNs, the security of these is 
generally at a very high level. However, data theft carried out 
by the company‘s own staff represents a high risk for it. 

MFPs provide the opportunity for data theft: access to docu-
ments in the output tray, using the scan function to make 
a digital copy of a document and sending it anonymously, 
reading the data on the device‘s hard disk, intercepting data 
streams within the network or communicating with devices 
through numerous normally active protocols.
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COmPlIaNCe aND Data PrOteCtION 
leGISlatION 
Printers and MFPs print, copy and transmit data of  
customers and staff on an everyday basis.
In recent years the protection of personal data has become a 
matter of public concern. Any number of scandals involving 
authorities and high-profile companies has hit the headlines, 
in some cases leading to enormous loss of image. 

To protect against the loss of personal data, within the Data 
Protection Act 1998, the legislature also provides a concrete 
advice:

“Appropriate technical and organisational measures shall 
be taken against unauthorized or unlawful processing of 
personal data and against accidental loss or destruction of, 
or damage to, personal data.” 3

Especially sensitive data is subject to be protected4:

“In this Act “ sensitive personal data” means personal data 
consisting of information as to -

(a) the racial or ethnic origin of the data subject,

(b) his political opinions,

(c) his religious beliefs or other beliefs of a similar nature,

(d) whether he is a member of a trade union (within the  
meaning of the M1 Trade Union and Labour Relations  

(Consolidation) Act 1992),

(e) his physical or mental health or condition,

(f ) his sexual life,

(g) the commission or alleged commission by him of any 
offence, or

(h) any proceedings for any offence committed or alleged to 
have been committed by him, the disposal of such proceed-
ings or the sentence of any court in such proceedings”

Sources:

1 National Institute of Standards and Technology (NIST)
“HP LaserJet 4345mfp series - security checklist”
http://www.hp.com/united-states/business/catalog/nist_checklist.html

2 Data Protection Act 1998
“Basic interpretative provisions”
http://www.legislation.gov.uk/ukpga/1998/29/section/1?view=plain

3 Data Protection Act 1998
“SCHEDULE 1 The data protection principles #7”
http://www.legislation.gov.uk/ukpga/1998/29/schedule/1/paragraph/7?view=plain

4 Data Protection Act 1998
“Sensitive personal data”
http://www.legislation.gov.uk/ukpga/1998/29/section/2?view=plain

“personal data” means data which relate to a living  
individual who can be identified -

(a) from those data, or

(b) from those data and other information which is in 
the possession of, or is likely to come into the possession 
of, the data controller, and includes any expression of 
opinion about the individual and any indication of the 
intentions of the data controller or any other person in 
respect of the individual;“ 

(Part I: “1 Basic interpretative provisions” of the Data  
Protection Act 1998) 2
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three StePS tO a SeCure DeVICe INVeNtOrY

With three simple, harmonized steps, we support you in the process of ensuring a secure printing and copying environment.

INFOrmatION 
In our half-day MFP Security Workshop, you will learn more about security when printing, copying and sending data under the 
following topic headings:

- Requirements of the data protection legislation

- Threat status for printers, copiers and MFPs

-  Live hacking

- Practical recommendations for secure device configuration

- Case studies for securing the existing device inventory

- Recommendations for an IT security concept for the operation of MFPs

You will find further information in our “MFP Security Workshop” data sheet.

aNalYSIS OF aCtual SItuatION 
In the course of our MPF Security Assessment, for the device models you have in use we study both the current settings and the 
possible and optimal configuration. The configuration identified is then compared with our standardized Security Catalogue.

Our Security Catalogue is applicable for all manufacturers. 

Along with our Assessment you also obtain a detailed assessment of every possible individual setting of relevance for the security 
of your devices and a clearly set out Management Summary presenting the current security status.

You will find further information in our “MFP Security Assessment” data sheet.

OPtImIZatION
Taking as our baseline the security status identified in the analysis, we derive recommendations specifically tailored for your  
environment so as to guarantee the long-term security of your device inventory.

We support you in the process of verifying your security provisions by piloting them in operational conditions and in planning the 
roll-out of these security provisions throughout the inventory and defining processes for monitoring and control. We also advise 
you on the design of an IT security concept for the secure operation of printers and copiers, and the integration of this concept 
within the general security guidelines of your organisation.


